




















White-Labelled Enterprise Tools as a Managed Alternative

A pragmatic middle path between rolling your own Tier 1 platform and writing direct APl integrations
is to procure the foundation labs' own enterprise products. Anthropic Claude Enterprise, OpenAl
ChatGPT Enterprise, Google Gemini Enterprise, Microsoft 365 Copilot, and Cursor/Cody/Windsurf
Teams editions include SSO, audit logs, admin policy controls, DLP integration, zero data retention by
contract, and BAA eligibility. These capabilities provide a built-in governance framework for enterprise
deployments.

Per-seat pricing makes the cost obvious, and the procurement risk is lower than building. The tradeoff
is reduced customization (o fixed UX), tenant data still living inside the vendor's perimeter (Tier 1 by
definition), and less leverage when prices change. These products are an excellent fit for
general-purpose knowledge work and developer productivity. They are not a substitute for the trust
layer and gateway that Tier 1 still needs around bespoke applications.

When Tier 1is The Right Answer

Non-sensitive workloads (marketing copy, public-document Q&A, internal knowledge sedrch on already-public
material), prototyping, low-volume agentic experimentation, and any case where rapid iteration on the latest
model matters more than data sovereignty. The moment regulated data or material non-public information
enters the picture, the conversation moves to Tier 2.

2b. Tier 2 — Cloud-Managed LLMs in
a Private VPC

Tier 2 is the default enterprise choice for regulated industries. The model still lives on the
cloud provider's infrastructure, but inference happens inside the customer's cloud account:
VPC endpoints, IAM-controlled access, customer-managed encryption keys,
customer-owned audit logs, and (optionally) dedicated capacity via provisioned
throughput. Data does not traverse the public internet and models do not see traffic
outside the tenant boundary.

Tier 2 — Managed LLM Inside a Private VPC

Reference architecture: Bedrock / Azure OpenAl / Vertex Al accessed via PrivateLink with customerzcontrdIAM, KMS, audit logs

Customer Cloud Account / Subscription 3
Application VPC / VNet Managed LLM Service (cloud provider boundary)

H
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> TLS termination, rate limits. JWT auth Al
ﬂ No prompt/completion logging by default - ZDR-eligible - BAA eligible
End User / App ‘
PrivateLink / ; v
Trust Lay.er (Stateleﬁs l.’roxy) ; Private Endpoint ; Foundation Models Dedicated Hosting
Pll/ secre: redaction - pm;\lpl-m;ecl:(? dbelecnon p— ! Claude - GPT-6/ 40 Provisioned Throughput
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- i ! Provisioned Throughput fine-tuned models
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Bedrock Knowledge Bases - Azure Al Search - Vertex Al Search
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Figure 1— Tier 2 reference architecture. Application VPC and managed LLM service both sit inside the customer's cloud
account; data plane crosses only via PrivateLink. Audit events stream to customer-owned SIEM. O 8
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On-Demand vs Provisioned Throughput: The Break-Even
Provisioned throughput reserves dedicated model capacity at a fixed hourly rate, eliminates throttling,
and offers 15-40% off on-demand pricing in exchange for a 1- or 6-month commitment.

The break-even rule of thumb tracked across enterprise deployments is roughly $30-$40/day of
consistent on-demand spend on a single model. Below that, on-demand flexibility wins and above it,
reserve capacity.

Table 5 — Indicative pricing & break-even (Bedrock, Q2 2026)

On-demand ($/M Provisioned Break-even (daily
Model class

tokens, in / out) Throughput on-demand)
Claude Opus 4.6 $15/ $75 Hourly. per Moc'iel Unit; = $4(?/day

commitment discount sustained
Claude Sonnet 4.6 $3/515 Hourly per Model Unit 9 $30/day
sustained

Claude Haiku 4.5 $0.80/ $4 Hourly per Model Unit =380/ day

sustained

Often cheaper to
LI 3.370B use together
(Baer;1:OCk) $0.72 / $0.72 Hourly per Model Unit Al/Fireworks for
Llama at any
volume

T . Cost-quality
Amazon Nova Pro COTp.etltIVe, Bedrock Hourly per Model Unit tradeoff vs
iy Claude/GPT
Batch inference (any Use for non-
model) 50% off on-demand = realtime backlog

processing

Claude pricing on Bedrock matches Anthropic’s direct API. Cross-region inference adds ~10%. Knowledge Bases (managed RAG) add a per-query
fee plus the OpenSearch Serverless floor (~S700/mo).

When Tier 2 is the Right Answer

This approach is suitable for almost any regulated enterprise workload, including healthcare
(HIPAA), financial services (PCI DSS, SOX), the public sector (FedRAMP), and any
environment subject to GDPR data residency requirements, provided the cloud provider has
in-region capacity. Tier 2 buys data-perimeter guarantees and audit-friendly architecture
without the operational tax of running GPUs. The tradeoff is per-token cost. At very high
volumes, the economy eventually favors Tier 3.

2c. Tier 3 — Self-Hosted Open-Source
LLMs on On-Premise GPUs

Tier 3 is the maximum-control option. Open-weight models (DeepSeek V4, Liama 4, Qwen
35, GLM-5, Mistral) are downloaded, served on customer-owned or leased GPUs, and
exposed through a private endpoint.

Data never leaves the customer's network and air-gapped deployments are feasible. The
2026 landscape has changed the math here significantly. Open-weight models are now

within striking distance of frontier proprietary models on most tasks and serving stacks have
matured.
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Tier 3 — Self-Hosted Open-Source LLMs on On-Premise GPUs
Reference architecture: open-weight models (DeepSeek V4, Liama 4, Qwen 3.5, GLM-3) served by vLLM / TensorRT-LLM inside the corporate perimeter

Corporate Perimeter [ On-Premises Data Center (sir-gap optional)

‘
@ Internal users | apps i : ing,

Inference Plane (Kubemetes / bare metal) private network only

Node 2 Interconnect

RRIOyenm B O
USESL IR | JEpt = 1ad ROMAor o i

\ : rFELS J

B e e T
S

Zaro exteral egress - air-gappable [ compute ! cost-heavy [ in-house data [ Build-your own safaty [0 Customer ownedavdit ~ vee Management plane (out-of-band)

Figure 2 — Tier 3 reference architecture. Everything sits inside the corporate perimeter — access layer, inference plane, data and mode! plane,
and operations plane. Zero external egress; air-gapping is feasible. The build-your-own safety scaffolding (vellow) is the workload
that managed services would otherwise handle for you.

Serving Stack
> VvLLM

Production-grade, with PagedAttention and 2-4x higher throughput
than standard Hugging Face Transformers implementations.
Achieves approximately 783 tokens per second sustained on a
single H100 for a 70B FP8 model.

» TensorRT-LLM
NVIDIA-optimized, maximum throughput on Hopper/Blackwell.

- TGl (Hugging Face)
Production serving with rolling batches and streaming.

=  Ollama { lama.cpp
Easy local serving, CPU-friendly quantized formats; not for production scale.

»  Managed RAG

GGUF Q4_K_M, AWQO, GPTQ, FP8&: 2-4=x VRAM reduction with modest quality
loss. FP8 / FP4 also cuts power consumption by 30-50%.
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Table 6 — Hardware sizing for common open-weight models (Q4 quantization unless noted)

Mo dal sizewclass VRAM needed Smgle-GPU Mul.tl-GPU Indicative
(Q4) option option throughput
7B-13B e~ RTX 4090 /5090, . 150-400 tok/s on
(e.g., Gemma 3, L4, A10G asingle GPU
Phi-4)
~32B
(e.g., Qwen ~20GB Single A100 80GB, o 100-150 tok/s
25328, dual RTX 4090
DeepSeek R1
distill 32B)
70B . VLLM: ~793 tok/s on
~40 GB (Q4) Single A100 80GB 2x RTX 5090 = H100 H100 FP8; ~1500-3,000
(eg.,Llama 3.370B, or H100 perf at ~25% cost tok taiith
Mistral Large 3) ok/s aggregate wit
batching
~200B (e, 0GB - 4x A100 80GB or Multi-GPU NVLink
Qwen3-2358, 2x H100 with TP relitedipysaple
dense) latency
400B+ MoE
8x H100 (~$200K
(DeepSeek V4, ~136 GB (Q4, MoE o X (~$ Cloud GPU com}oute
“ n i hardware) or rented ~$2-5K/month if
Kimi K2.6, Llama active params) .
4 Maverick) 8x H100 cluster rented full-time

Sources: BenchLM 2026, Introl hardware pricing guide, DeepSeek V4 model card, vLLM published benchmarks.

Self-Host vs. APl: Where the Math Actually Tips

Self-hosting only beats an APl on cost when the comparison is against an expensive frontier model, and volume
is high. Against ultra-cheap API-hosted Liama (~$012/M tokens on Deeplnfra; $0.21/M blended on OpenRouter),

self-hosting is rarely competitive.

The GPU is the floor, and a single A100 at $179/hr on Lambda Labs costs ~$43/day, whereas the equivalent API
output costs roughly $0.21-S071/day at the same 1M-token volume. The break-even shifts dramatically when the

alternative is GPT-5 or Claude Opus at $5-$15/M input tokens.

-

vs ultra-cheap ~4 B/day
Llama API &n;egﬁt;?eble
(~$0.21/M) GPU)
-
vs Bedrock
Llama 3.3 70B ~350 M/day
($0.72/M)
S
vs GPT-5 / Claude
Sonnet 4.6 ~5-10 M/day
($3-$5/Min)
- J
vs Claude Opus 4.6
($15/M in) ~2-3 M/day

L

J

APl wins

Hybrid
terrifory

Self-host
wins early

Self-host
wins quickly

Approximate single-H100 break-even, 50/50 input/output split, vLLM throughput. Values vary with batch size, context length,
and quantization. Below break-even, APl is cheaper; above, self-hosting is cheaper before accounting for hidden costs. 1 2
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Hidden Costs of Self-Hosting
GPU rental or capex is the floor, not the ceiling. Realistic TCO must include:
a. SRE and MLOps headcount for driver and CUDA upgrades, vLLM tuning, observability and

on-call support.

b. High availability. A single GPU is a single point of failure, while production environments require
redundancy.

Model upgrade cycles every 3-6 months as the open-weight landscape continues to evolve.

Safety scaffolding, including guardrails and evaluation pipelines, that managed services
typically provide.

e. Power, cooling, and data center space if the deployment is truly on-premises.

Industry consensus suggests that an on-premises GPU cluster rarely outperforms a well-negotiated cloud API
contract on total cost of ownership below approximately 50 million tokens per day of consistent traffic against
frontier models.

When Tier 3 is the Right Answer

- Air-gapped or sovereignty-mandated environments (defense, intelligence, certain national health systems,
isolated R&D).

« Fine-tuned domain models where the weights themselves embody competitive advantage —
legal-case-law-tuned Liama, medical-literature-tuned DeepSeek, etc.

- Very high sustained volume against a frontier model (typically >50M tokens/day on a single model), where
APl economics no longer beat amortized GPU cost.

Strict data control requirements that even ZDR-with-BAA cannot satisfy (e.g., where even
cloud-provider-managed infrastructure is out of scope).

« Custom architectures, quantized and distilled models, custom decoding, and hardware-specific
optimizations are not exposed by hosted APls.

3. Tradeoff Analysis — Accuracy,
Throughput, Privacy, Cost

The choice between tiers is rarely about a single dimension. The radar below summarizes how the three tiers
score against the six dimensions introduced in Section 2 — Accuracy ceiling, throughput control, privacy & data
control, security posture, cost-efficiency, and low maintenance/time-to-deploy. The subsequent views drill down
into the three dimensions with the largest spread: accuracy benchmarks, per-token cost, and total cost of
ownership.

© Indium 13




The Three Tiers Across the Six Dimensions That Matter I

All axes scored 1-5, where 5 is best. “Cost iency” and “Low mair “ are inverted scales (high = good).

ceiling
Accuracy

|7 Tier 1 — Public API
Acc5-Thr2-Priv2: Sec2 |

[ Scores (1-5 scale) 1
| :
| Cost-eff 4 - Low maint 5 |

Low maintenance
/fast to deploy)

Throughput
(control)
|
M Tier 2 — Managed in VPC
Acc5 The4 Privd Secd
Cost-eff 3- Low maint 3

\ [l Tier 3 — Self-hosted
AcG4:Thrd Priv5:Sec5
‘ Cost-eff 3 Low maint 1

‘ Higher = better on every axis.

Cost-efficiency
(at medium scale)

Privacy &
data control

Each axis scored 1-5 with higher = better (Cost-efficiency and Low maintenance are
inverted scales, so a high score means cheap / low-burden). Tier 1wins on accuracy
and low maintenance; Tier 3 wins on privacy and security; Tier 2 is the balanced shape,

S:::;‘lvl:)v which is why it tends to be the default enterprise choice.
ure

3.1 Accuracy: How Close Have
Open-weight Models Gotten?

Two years ago, the gap between the best closed model and the best open-weight alternative on MMLU was ~17

percentage points. In Q2 2026, that gap on knowledge and reasoning benchmarks has narrowed to a few points;
on coding (LiveCodeBench) and graduate-level science (GPQA), open-weight models hold their own.

The remaining differentials are on agentic benchmarks (BrowseComp, TerminalBench, OSWorld, SWE-bench
Pro) and on multi-benchmark consistency. NIST CAISI's April 2026 evaluation pegs DeepSeek V4 Pro at roughly
8 months behind frontier closed models on aggregated capability.

Chart 3 — Frontier proprietary vs leading open-weight models on key benchmarks

MMLU 96 | MITlicense
— MMLU proprietary
Diamond 01 ]
Claude Mythos Preview — [ Frontier |
GPQA Diamond 94.6 proprietary
DeepSeek V4 Pro — ] fOpen-weight )
LiveCodeBench 93.5 beats Claude
LiveCodeBench 7% LPmprreta:j 4
DeepSeek V4 Pro — SWE- Open-weight
wowedl  EDLTEE G
GPT-5.3 Codex — SWE- :
Proprietary leadk
DeepSeek V4 Pro — ARC- ] o Agentic / abstract
AGI-2 - reasoning gap

Sources: BenchlLM 2026 leaderboard, NIST CAISI April 2026 evaluation, model card disclosures. Benchmarks 0-100. The pattern: knowledge and
coding gaps are small; agentic and abstract-reasoning gaps remain meaningful.
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3.2 Per-Token Cost Across Tiers

Chart 4 — Per-million-token cost (blended in/out), May 2026

Claude Opus 4.6 (API or Frontier
Bedrock) $45 blended DiprEtiry
GPT-5 / Claude Sonnet 4.6 - ] ;i;-dl:d 2”':'2 zz:ary
Claude Haiku 4.5 / Gemini ‘ by Fast / cheap
Flash l ] $2.4 blended propietary
-
Llama 3.3 708 on Bedrock l $0.72 blended !on’:;’;‘;’ezght via
J
1
Llama via Together Al / Groq 'y Cheapest hosted
/ Fireworks 30.30-0.50 open-weight
At 250M
Self-host DeepSeek V4 on 8x . ;
H100 (rented) . $0.50-1.00 z«;l;{day, +ops
Self-host Llama 70B on e ‘;m:g';”d i
owned 2x RTX 5090 gl e

Self-hosted figures are marginal cost only — they exclude ops headcount, redundancy, and depreciation. Hosted
open-weight (Together Al, Groq, Fireworks) is typically 2-3x cheaper than Bedrock for the same Llama model.

3.3 Total Cost of Ownership at Three
Workload Sizes

Per-token cost flatters Tier 3 and Tier 1in different directions. TCO at realistic workload sizes is the
cleaner comparison.

Table 7 — Indicative annual TCO across tiers, by workload size (USD)

Tier 1: APl + Tier 3:

Self-hosted

Tier 2: Managed

Workload inVPC

guardrails

Small (1M
tok/day)

$10-25K compute +
$50K ops = $60-75K

$15-30K compute +
$75K ops = $90-105K

$80K capex + $200K ops
= $280K (not justified)

Medium (50M
tok/day)

$200-500K + $100K
ops = $300-600K

$250-600K + $150K
ops = $400-750K

$200-250K rented GPU +
$300K ops = $500-550K

Large (500M
tok/day)

$2-5M + $200K ops =
$2.2-5.2M (rate-limit risk)

$2.5-4M with PT + $250K
ops = $2.75-4.25M

$240K capex + $400K
facilities + $500K ops =
$11-1.4M

Tier 3 dominates
when..

250-100M tok/day on a
single frontier model, or
air-gap mandated

15

lllustrative ranges; exact numbers depend on model mix, batch profile, redundancy targets, and locale.
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4. A Decision Framework

The right deployment for an organization is rarely the right deployment for every workload. Treating
the choice as a per-workload routing decision rather than a one-time platform commitment is the

pattern that scales.

Table 8 — Use-case-to-tier mapping

Workload
characteristics

Recommended
tier

Why

Watch-outs

Public-facing
chatbot on
non-sensitive
content; rapid
model iteration

Tier1

Customer support
with Pl (orders,
addresses)

Lowest friction; capability
ceiling matters more
than data control

BAA / DPA needed; data
should stay in-region

Pll redaction at ingress;
output filtering; jailbreak
monitoring

VPC endpoints;
customer-managed KMS;
tenant isolation in RAG

Healthcare clinical

Tier 2 (or Tier 3 if

HIPAA BAA; data

Verify BAA scope; ZDR;

external actions

assistance (PHI) mandated) residency output policy filters
Proprietary ’ ey -
fine-tuned models . . apex justification; safety

@ (legal, medical, Tier 3 Woights sle thamest scaffolding must be built
IP-heavy)
High-wlume . Batch APls at 50%
bulk processing ' : Per-token economics ‘

.|| (>50M tok/day, Tier 3 or Tier 2 Batch dorinifiats discount can close the
Iatency-tolerar;t) gap with no ops burden
Agentic . ]

é} systems with Tier1or2 Agentic gap to open I'th t°f>| Slcope;S, I

tool use & (frontier models) models still meaningful AL

actions; injection defense

Developer coding
agents (Claude
Code, Cursor, Cline,
Windsurf, Zed)

Decentralized /
laptop-side
workloads (offline
drafting, local code
review, prototyping)

Any tier - including
local Ollama for
source-code privacy

Local via Ollama
/ LM Studio

Source code is IP; default SaaS
tools send it to the vendor;
coding agents support
gateway or Ollama endpoints

Zero data egress, zero
per-token cost; modern
laptops run 7B-32B
models

Streaming + tool-calling
end-to-end; model pinning;
per-developer |AM; SIEM
logging
Approved catalog via MDM;
pin versions; escalate to
gateway when capability
exceeded

In practice, most enterprises end up with a hybrid: a small number of approved endpoints across all three tiers plus local
Ollama on developer machines, with an Al Gateway that picks based on data classification and workload type.
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Recommended Path

«  Start With a Data Classification Scheme
Public/Internal/Confidential/Regulated. Map each workload to the lowest tier that satisfies its constraint.

. Deploy an Al Gateway as the Single Ingress to All Tiers
Centralizes auth, budgets, fallbacks, redaction, audit, and routing. Details in Section 5.

« Investin the Trust Layer Regardless of Tier
Pll redaction, injection detection, output policy, per-tenant filters, customer-owned audit logging — enforced at
the gateway.

« Treat Tier 3 as Additive, not Replacement
Justified by air-gap requirements, fine-tuned competitive moats,or sustained high volume — not by aspiration.

« Push Selected Workloads onto Local Laptop/CPU Models via Ollama
Decentralized variant of Tier 3 for developer agents, offline scenarios, and prototyping. Details in Section 5.

. Re-Evaluate Annually
Open-weight models improve fast; API pricing falls fast; GPU prices fall slowly. The gateway makes re-evaluation
cheap.

5. Other Useful Patterns

Two cross-cutting patterns deserve their own treatment because they apply to more than one tier and
are easy to get wrong if treated as afterthoughts. A decentralized small-model layer running on
developer hardware, and the Al Gateway that sits in front of everything else.

Decentralized Hosting of Smaller LLMs on Laptops and CPUs
(Ollama/LM Studio)

Modern open-weight models in the 3B-35B range run comfortably on developer hardware — Apple
Silicon (M-series), single RTX 4090 / 5090 workstations, and even CPU-only machines with 32GB+
RAM via 4-bit quantization. Ollama and LM Studio wrap llama.cpp or vLLM in an OpenAl-compatible
local endpoint (localhost:11434 for Ollama). Any tool that supports a custom base URL, including
Claude Code, Cursor, Cline, Windsurf, Zed, and OpenCode, can point to it with a one-line
configuration. The key facts that make this pattern serious in 2026:

« Quality Has Crossed the Threshold
Qwen 3.6-35B-A3B (MoE, 3B active params) scores 73% on SWE-bench Verified, which is close
to cloud frontier models.Phi-4, Gemma 4, Liama 4 8B,DeepSeek-Coder, Mistral Small handle most
non-frontier tasks.

« Throughputis Usable
7B-14B at 20-50 tok/s on consumer hardware; 32B at 8-15 tok/s;CPU-only 7B at 8-15 tok/s with
quantization.

« Zero Data Egress, Zero Per-token Cost
Source code, local documents, and personal data never leave the machine.
Offline/travel/air-gapped scenarios work natively.
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« Governance Still Applies

Distribute an approved model catalog via MDM (Jamf, Intune), pin model versions, push the same

DLP and audit hooks the gateway uses, and route anything beyond local-model capability back to the

gateway.

Good fits: Developer coding agents on local source code, sensitive document drafting and summarization,
prototype iteration without burning APl budget, classification and extraction on personal or HR data,
edge/disconnected use.

Poor fits: Latency-critical multi-user services, large-context analysis beyond 32K-128K tokens,
agentic workflows requiring frontier reasoning.

Al Gateway — The Single Ingress to All Tiers

An OpenAl-compatible (or Anthropic-Messages-compatible) gateway sits between every application and every
LLM endpoint — Tier 1 APIs, Tier 2 managed services, Tier 3 self-hosted clusters, and local Ollama instances.

Common implementations:

LiteLLM (open source), Bifrost, Portkey, TrueFoundry, Kong Al Gateway, or AWS's published Multi-Provider
Generative Al Gateway reference architecture. The gateway is the single highest-leverage control in an enterprise
LLM platform because it centralizes every cross-cutting concern in one place:

Table 9 — What the Al Gateway centralizes

Capability What it does

Per-developer/per-team virtual keys with token budgets and rate limits; OIDC

0] .
«:) Ielemtity & busigets federation from Okta/Entra ID.

Tier or model selection by workload class, automatic fallback when a
provider throttles or fails.

Routing & fallback

Pll redaction, prompt-injection detection, output policy enforcement,

Trust layer tenant-scoped allowlists — applied once, not per app.

% Prompt caching and semantic caching across providers for cost
Caching P 9 9 P

reduction.

Unified logging of prompts, completions, tool calls, and policy
decisions into customer-owned SIEM with user attribution.

Audit & observability

Stable internal endpoint; switching Claude on Bedrock to Gemini on

Vendor decoupling
Vertex or vLLM is a config change, not a code change.

OHONONONE

Without a gateway, every one of these controls has to be reimplemented per application — and inevitably isn't.
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Conclusion

The privacy and security challenges of using LLMs are real, but they are architectural problems with
well-understood solutions. Therightanswer israrely "don'tuse LLMs" and is even more rarely "use them

everywhere on a single tier"

It is to match each workload to the deployment pattern whose tradeoffs fit its data, its volume, and its
risk surface, supported by a consistent trust layer and a flexible routing fabric. Public APIs give frontier
capability with contractual safeguards; VPC-resident managed LLMs give the same models behind

your own perimeter; self-hosted open-source gives total control where it is justified.

Used together, deliberately, these three tiers let an enterprise harness what LLMs do best — without

surrendering the privacy, security, or control that its customers and regulators expect.
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