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Executive Summary

Every year, U.S. enterprises commit billions of dollars to modernizing
technology systems that have been running continuously for two or more
decades. The business case is compelling. Modernization should reduce
maintenance overhead, accelerate innovation, improve scalability, and lower
operational risk. Yet the results often tell a different story. Cost overruns are
common, timelines slip, and the systems that emerge from these projects
often have the same fragility as the ones they were meant to replace.

This white paper examines why that cycle persists and what enterprise
leadership must understand about legacy systems, technical debt, and the
transformation process to break it.

The central argument is straightforward. Modernization efforts often fail
when there is a poor understanding of the systems being changed.
Replacing a legacy system without first understanding how it works can lead
to the same complexity in a new form. It can also mean losing the
knowledge built into the system over many years.

Key Findings:

. S25 trillion spent globally on digital transformation in 2024, with legacy
modernization representing a significant share.

« 70% of transformation initiatives failed to achieve their intended business
outcomes.

« Upto 70% of Fortune 500 software systems are more than 20 years old
and contain undocumented business logic.

« 12-18 months is the typical discovery phase without purpose-built tooling
— compressible to approximately 12 weeks with the right approach.

- The fundamental issue is not the age of the code. It is the invisibility of
what the code contains.
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The Scale of the Problem

In boardrooms across the United States, the same conversation plays out
with remarkable consistency. A CIO presents a modernization roadmap.
Budgets are approved and partners are engaged. Within eighteen to
twenty-four months, the program is over budget, behind schedule, or
delivering results that bear little resemblance to the original business case.

The instinct is to blame execution — poor vendor management, unclear
requirements, weak governance. These factors matter, but they are rarely
the root cause. The root cause sits in the nature of the systems being
modernized themselves.

The Invisible Weight of Accumulation

Enterprise systems accumulate over time. Every integration built for a new
platform or exception handler added for a compliance requirement reflects
a rational decision made at the time. The same is true of stored procedures
created for outdated regulatory rules and data transformations added after
a merger.

A McKinsey analysis found that up to 70% of Fortune 500 software systems
are more than 20 years old — structurally complex in ways that are
undocumented, not well understood by current staff, and not visible through
standard tooling. They contain business rules encoded in stored
procedures, integration logic distributed across dozens of services and
scripts, exception handling built for scenarios no longer formally
remembered, and data transformations whose original authors left the
organization years ago.

What Technical Debt Actually Costs

Treating technical debt as a technology problem misses where the cost
actually lands. It lands on the business, and it can be measured.

Development velocity collapses. Innovation slows when engineering teams are
forced to spend more time maintaining complexity than creating value.
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According to a Stripe commissioned survey, developers spend close to 33% of
their time addressing technical debt. What should be a straightforward feature
release often turns into weeks of tracing dependencies and assessing
downstream impact.

Risk becomes unquantifiable. When system behavior cannot be fully mapped,
organizations cannot accurately assess the downstream impact of proposed
changes. This creates risks that cannot be managed — only endured.

Regulatory exposure increases. In regulated industries, the inability to trace
how data flows or how compliance logic is implemented creates audit
exposure with material financial consequences.

Competitive disadvantage compounds. While legacy-burdened organizations
spend innovation budgets on maintenance, competitors on modern
architectures direct those same resources toward product development and
market differentiation.

Technical debt is estimated to cost U.S. businesses approximately $1.52 trillion

in accumulated IT obligations, a figure that grows as systems age and as the
engineering talent to manage them becomes increasingly scarce.

Where the Pain Is Deepest

The stakes of modernization failure vary by sector. The structural challenge
is universal. The deeper the legacy, the less visible the risk.

In financial services, core banking infrastructure frequently runs on COBOL
codebases written in the 1970s and 1980s. These systems contain decades
of accumulated business logic — interest calculation rules, settlement
sequencing, regulatory compliance handlers that no current team member
fully understands. COBOL developers are retiring faster than they are being
replaced, forcing institutions into expensive contractor relationships and
deferred decisions. When modernization is attempted, organizations
routinely discover that the most critical business rules are buried in code
that cannot be safely rewritten without first being fully extracted and
validated.
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In healthcare, the clinical stakes raise the cost of failure to a different
order of magnitude. Hospital networks operate dozens of
interconnected systems — EHRs, pharmacy management platforms,
laboratory information systems, revenue cycle tools, each with its own
data model and interface logic.

A data transformation error in a claims system has financial
consequences. The same category of error in a clinical decision support
system has patient safety implications.

HIPAA, the 21st Century Cures Act, and CMS interoperability

mandates compound the complexity, making healthcare organizations
simultaneously the most motivated to modernize and the most
constrained in how they proceed.

In retail, modernization is an operations and customer experience
challenge as much as a technology one. Pricing logic, promotional rule
engines, and inventory allocation algorithms encode years of
operational learning that retailers discover — usually mid-migration —
they cannot afford to lose. Pricing errors surface in customer-facing
channels within hours. Fulfillment failures become visible within days. In
an environment where switching costs are low and service failures are
publicly amplified, modernization mistakes become customer
experience crises.

In manufacturing, legacy ERP systems are tightly coupled with
plant-level operational technology, SCADA infrastructure, and supply
chain platforms that were never designed for cloud interoperability.
Production scheduling algorithms, quality control rule sets, and supplier
scoring models represent proprietary operational intelligence refined
over the years. Moving these workloads without first making that logic
explicit and portable is a risk that manufacturing ClOs increasingly
recognize but struggle to quantify.

Across all sectors, the pattern is the same. Organizations

underestimate what their legacy systems contain. They overestimate
how much of that content will survive an unstructured migration.

© Indium 06




\

The Modernization Paradox — How Speed Amplifies Risk

A complete rewrite is appealing for understandable reasons. Modern
architecture, current languages, cloud-native deployment, and a clean break
from accumulated complexity. For technology leadership under pressure to
show results, the logic is compelling. The problem is that the promise almost
never survives contact with reality at an enterprise scale.

The Discovery Gap

The fundamental challenge of legacy modernization is the discovery gap.
It is the distance between what the organization believes its systems do
and what they actually do. Development teams review documentation
that covers intended behavior, not actual behavior. They interview subject
matter experts who understand their own processes but not the full scope
of system behavior across all conditions. They analyze code that, for a
twenty-year-old enterprise application, may run millions of lines with logic
nested across dozens of programs and subroutines.

What gets missed is how the system actually works. Edge cases,

exception handlers, and business rules from years ago can remain
hidden until they cause problems after the new system goes live.

The Al Tooling Trap

Al-assisted code transformation tools have amplified this risk rather than
reduced it. These tools perform well at what they were designed for. They
convert structured code between languages, apply formatting
conventions, and identify standard patterns. But legacy enterprise
systems are not well-documented or cleanly architected. They contain
undocumented dependencies that do not appear in code structure,
custom patterns that Al models do not recognize, and business logic
embedded in configurations and stored procedures outside the primary
codebase.
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The result is transformation output that is syntactically correct but
functionally incomplete — code that compiles, deploys, and then fails in
production weeks or months later when an edge case the original system
handled silently surfaces as a defect in the rewritten one.

The Five Most Dangerous Assumptions

« “Our documentation is sufficient” Legacy documentation covers
intended behavior. Actual behavior is where modernization failures
tend to occur, and it is rarely documented.

« “Ourteam understands the system.” Engineers understand the
components they work on regularly. No single team has complete
visibility into how a large legacy system behaves across all conditions.

- “The Al tool will handle the complexity” Al migration tools process
structured code. They do not extract implicit business logic, map
undocumented dependencies, or handle the custom patterns that
define enterprise legacy environments.

« “We can validate in UAT” UAT validates known scenarios. It cannot test
for behaviors nobody knows what to test for. The most dangerous
failures are the ones testing was never designed to catch.

« “Incremental rollout will contain the risk” Phased rollouts reduce blast
radius. They do not eliminate the underlying risk of incomplete
understanding.

The Consortium for IT Software Quality estimates that poor software
quality costs U.S. organizations approximately S$2.41 trillion annually —
with legacy systems and failed migrations as the largest contributing
factor.
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Understanding Before Changing

The enterprises that navigate legacy modernization most successfully
share one distinguishing characteristic. They invest in understanding their
systems before they invest in changing them.

That single sequencing choice changes the shape of every downstream
decision. The table below shows the six dimensions on which conventional
and evidence-based approaches diverge. Each row represents a decision
the program will make, whether or not it makes it deliberately. The sections
that follow walk through each row in the order it typically arrives in a
program.

Dimension % Conventional Approach g@j Evidence-Based Approach
@ Discovery Duration 12-18 months ~12 weeks
090 Basis for Decisions Assumption and judgment Documented system evidence
@ Dependency Visibility Partial, found during migration %?;:::g':' PaEmetkbeon:
&, Business Logic Replicated from code interpretation Extracted and validated first
@ Risk Quantification Unknown until production Measured and ranked upfront
gé Post-Migration Validation Manual, scenario-based Baseline-comparative

Each row represents a question the program needs to answer. The rest of
this section walks through them.

Four questions need clear, evidence-based answers before any code is
rewritten, platform selected, or migration planned. These questions are
essential to the process.
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1. What business logic is embedded in this system, and where exactly does
it live?

2. What are the dependencies between this system and the services, data
sources, and applications it touches?

3. What edge cases and exception conditions does it handle, and what
business scenarios do they represent?

4. Which components carry the most complexity — and therefore the most
migration risk?

Dependency changes are planned, not discovered mid-migration. Business
logic survives by design. Risk is quantified and managed, not endured.

The distinction between conventional and evidence-based modernization is
not philosophical; it is measurable. Organizations that understand their
systems before changing them consistently see better outcomes across every
dimension that matters — faster timelines, clearer risk, stronger decisions, and
fewer post-migration surprises.

Why Legacy Systems Are So Hard to Understand

For most of computing history, system archaeology has been a fundamentally
human job. An engineer starts by opening a file and tracing how its functions
connect to other parts of the system. They look up related code, build a picture
of how the program works, and try to keep its many dependencies in mind while
documenting what they find. Then they move on to the next file and repeat the
process.

This is slow, but not because the engineers are slow. The cognitive load is real. A
senior developer can hold roughly four to seven independent dependencies in
working memory at one time. A typical legacy enterprise application has tens
of thousands of them, distributed across hundreds of files, dozens of stored
procedures, and configuration in places nobody documented. The work of
building a complete system map takes months not because reading is hard,
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The economics of this work have changed. Agentic Al can read code, trace
references, resolve dependencies, and identify patterns across an entire
codebase at once. It can keep the context between files and produce a
structured view of the system that engineers can review, validate, and correct.

This is a different use of Al than code generation. Tools like Copilot, Cursor, and
Claude Code are designed to produce new code when the engineer already
knows what they want. Agentic Al brings a different capability to legacy
systems. It can examine the existing system and help teams understand how it
works. The value is not in writing new code. It is in making sense of what is
already there.

The human role does not disappear. It changes shape. Engineers no longer
trace dependencies by hand; they review the dependency graphs the Al
produced. Domain experts no longer try to recall every business rule from
memory; they validate the rules the Al extracted from code. The work that used
to require months of expert attention becomes weeks of expert supervision.
The Al handles volume and consistency. The humans handle judgment.

For enterprise environments, two operational constraints matter as much as
the technical capability. The Al has to run where the code lives — on-premise,
airgapped if needed, against the organization’s approved internal models.
Claims made by the Al about the system must be auditable and traceable to
the lines of code behind them. Both are now possible, and both are essential to
building system intelligence that is ready for production.

This is the mechanism that closes the discovery gap. Not faster code
conversion or better prompting. A different category of Al work, applied to the
part of modernization that has historically been most expensive: reading what
is already there.
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A North American financial services enterprise, preparing for a multi-year
application modernization program. The estate consists of more than 170
applications, much of it running on a proprietary 4GL with a heavily customized
core. Decades of accumulated business logic. Regulatory exposure on every
change. The conventional approach would have placed engineering teams on a
12 to 18 month discovery phase before architects could begin to propose a
target state. The program was budgeted accordingly. The executive sponsors
expected it.

A Financial Case: 170+ Applications, 12 Weeks

Before locking in that timeline, the team committed to a Proof of Value on a
defined slice of the estate. Success criteria were set in week zero: extracted
business rules validated by client engineers, dependency map verified against
actual production behavior, a quantified complexity profile that architects could
plan against. If the criteria were met, the program would proceed on the
compressed timeline. If they were not, the conventional plan remained the
fallback.

The Lifter ran on-premise inside the enterprise’s environment, against approved
internal models. Engineering teams reviewed Al-generated dependency graphs
rather than tracing dependencies by hand. Subject matter experts validated
extracted business rules against their working knowledge of the system. Where
the Al was wrong, the team corrected it, and the corrections fed back into the
next iteration. The work that conventionally requires months of expert attention
became weeks of expert supervision.

Twelve weeks. Over 6,000 business rules extracted from production code and
validated by client engineers. A full inter-application dependency map. A
complexity-ranked migration backlog that architects could immediately price
and sequence. The discovery timeline was compressed by more than 75 percent
against the original estimate, and the deliverables were artifacts the
modernization program could build on, not reports that would sit on a shelf.

© Indium 12




\

Conventional modernization programs at this scale typically spend the first
year of a multi-year budget on discovery, with results that go stale before the
rebuild begins. The compressed timeline meant the modernization program
started with current evidence, accurate scope, and a known cost basis from
week thirteen onward. Decisions that would have been made on assumption
were made on documented system behavior. The downstream effect — harder
to quantify but visible in every program review — was the absence of the
mid-execution surprises that consume conventional modernization budgets.

System Intelligence for Enterprise Modernization

Indium’s Lifter platform was built to close the gap that causes most enterprise
modernization programs to fall short: the gap between what organizations
need to know about their legacy systems and what conventional approaches
can reveal.

The Lifter is not a code conversion engine. It is a system intelligence platform
purpose-built to automate the discovery, analysis, and documentation of
complex enterprise environments before transformation begins.

Automated Dependency Mapping constructs a complete map of how
applications, APls, databases, and services relate to one another — derived
from actual system behavior, not architecture diagrams. Hidden integrations
and undocumented data feeds are surfaced before they become migration
surprises.

Business Logic Extraction pulls embedded rules from stored procedures,
conditional logic, and configuration artifacts and converts them into
structured, readable documentation. For COBOL, PICK/BASIC, and similar
environments, this alone can compress discovery from months to weeks.

Behavioral Baseline Creation documents how the system operates across its
full range of conditions — including edge cases and exception paths —
providing both a migration planning reference and a post-transformation
validation standard.
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Risk Profiling ranks components by complexity, dependency density, and
business criticality, allowing engineering teams to sequence work intelligently
and allocate the most rigorous validation where it matters most.

The Lifter: An Integrated Platform for End-to-End
Modernization

Legacy modernization does not fail in isolation. Code complexity, data integrity
challenges, and testing gaps all compound each other, and any platform that
addresses only one of these dimensions leaves the others exposed.

The Lifter was designed with this reality in mind. It is an integrated system
intelligence platform that addresses the three interconnected pillars of every
successful modernization program: system understanding, data reliability, and
validation confidence.

Legacy Lifter handles the system archaeology layer — automated dependency
mapping, business logic extraction, and behavioral baseline creation. It gives
engineering teams a complete, evidence-based picture of what a legacy system
actually contains before a single line of code is changed. For COBOL,
PICK/BASIC, and similar environments, this alone can compress discovery from
months to weeks. Hidden integrations and undocumented data feeds are
surfaced before they become migration surprises.

Data Lifter addresses the data dimension of modernization — quality profiling,
lineage mapping, and pipeline intelligence. In any migration, data
transformations carry as much risk as code changes. Data Lifter ensures that
the data flowing through and out of modernized systems is accurate, traceable,
and validated against the source.

Test Lifter closes the validation loop with Al-driven test automation purpose-built
for complex legacy workflows. It generates test coverage from system behavior
rather than documentation, catching defect classes that manually authored test
suites routinely miss — including the edge cases and exception paths that
conventional UAT was never designed to surface.
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Together, these three modules reflect a straightforward but frequently
overlooked insight. Code, data, and testing are not separate workstreams.
They are interdependent dimensions of the same transformation risk, and
they need to be managed as such.

Conclusion & Key Takeaways

Legacy modernization is not getting easier. Systems are aging. The engineers
who built them are retiring. Business demands keep climbing. The cost of failed
modernization programs continues to rise. The impact extends beyond budgets
to talent, competitive position, and regulatory standing.

The enterprises that succeed will be those that understand their systems before
taking action. Decisions will be based on evidence, and roadmaps will reflect how
the systems work.

1. Technical debt is a business risk, not just a technology problem. Its cost is
measured in velocity, regulatory exposure, talent retention, and competitive
differentiation.

2. Most modernization failures are failures of understanding. Rewriting systems
before comprehending what they contain reconstructs complexity without the
institutional knowledge it took decades to build.

3. Al migration tools are not a substitute for system intelligence. They convert
code effectively. They do not extract undocumented logic, map hidden
dependencies, or handle the custom patterns that define enterprise legacy
environments.

4. Discovery is the foundation, not a preliminary step. System analysis should
produce a durable model of behavior that informs every migration decision —
not a time-boxed exercise that gets left behind.

5. Risk can be quantified before any code changes. Purpose-built system
intelligence tooling can surface, rank, and measure migration risk upfront.

6. Evidence-based modernization compresses total timelines. The investment in
comprehensive system analysis eliminates the discovery surprises that drive
scope changes, rework, and cost escalation in conventional programs.
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About Indium

Indium is an Al Services company specializing in application modernization, data
and analytics, Al-led quality engineering, and agentic Al platforms serving
enterprise clients across financial services, healthcare, retail, manufacturing, and
technology sectors.

The Lifter combines Al-driven system analysis, automated business logic
extraction, dependency mapping, and test automation into an integrated platform
for evidence-based enterprise modernization.
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